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DETAILED ACTION 

1 . This action is responsive to; amendment filed original application filed on 
30 December 2003.. 

2. Claims 1-30 are pending; claims 1, 7, 13, 17, 22, and 27, are independent claims. 

Claim Rejections - 35 USC § 103 

3. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 

obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or 
described as set forth in section 102 of this title, if the differences between the subject 
matter sought to be patented and the prior art are such that the subject matter as a whole 
would have been obvious at the time the invention was made to a person having ordinary 
skill in the art to which said subject matter pertains. Patentability shall not be negatived 
by the manner in which the invention was made. 

4. Claims 1-3, are rejected under 35 U.S.C. 103(a) as being unpatentable over of Ripley 
U.S. Patent No. 7,1 1 1,175 (hereinafter Ripley) in view of Wiseman et al. U.S. Patent No. 
7,2 1 6,369 (hereinafter Wiseman). 

As to independent claim 1, "An apparatus for secure computer readable medium 
backup, the apparatus comprising: a computer readable medium having at least a first 
accessible portion and a second encrypted portion"; is taught in Ripley col. 4, lines 4-46; 
the following is not explicitly taught in Ripley: "and a trusted platform interface module 
operatively coupled with the computer readable medium and configured to communicate 
with a cryptographic module" however Wiseman teaches a Trusted Computing Platform 
Alliance (TCPA) that contains a platform, a security module, and a storage device in col. 5, lines 
8-31. 
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It would have been obvious to one of ordinary skill in the art at the time of the invention 
a method and apparatus for verifying the integrity of a media key block taught in Ripley to 
include a means insure the interface modules are a trusted platform. One of ordinary skill in the 
art would have been motivated to perform such a modification because of the need for data 
security see Wiseman (col. 1, lines 24 et seq.) "In a world increasingly influenced by the 
existence of networks connecting a widespread array of computing resources, the topics of data 
security, information protection, and user privacy have never been more important. Personal 
computers (PCs) typically offer an open architecture as an industry standard which can be used 
to build a ubiquitous computing platform. Trust in the platform, however, has not commonly 
been part of such designs. As used herein, the term "platform" can be taken to mean any type of 
device, including hardware, firmware, software, or any combination of these, whose activity is 
directed according to a plurality of programmed instructions". 

As to dependent claim 2, "wherein the cryptographic module comprises a trusted 
platform module (TPM)" however Wiseman teaches a security module the security module is a 
TPM see col. 5, lines 6-21 . The motivation to combine Ripley and Wiseman is the same as 
stated above in claim 1 . 

As to dependent claim 3, "wherein the computer readable medium comprises a 
computer readable peripheral selected from the group consisting of a hard disk drive, a 
universal serial bus storage device, a floppy disk, an optical storage disk, a flash memory 
storage device, and a network attached storage drive" is taught in Ripley col. 4, lines 36-46. 
5. Claims 4 and 5, are rejected under 35 U.S.C. 103(a) as being unpatentable over of 
Ripley U.S. Patent No. 7,111,175 (hereinafter Ripley) in view of Wiseman et al. U.S. Patent No. 
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7,216,369 (hereinafter Wiseman) in further view of Yoshino et al. U.S. Patent No. 7,124,3 17 
(hereinafter Yoshino). 

As to dependent claim 4, the following is not explicitly taught in the combination of 
Ripley and Wiseman: "wherein the trusted platform interface module further comprises a 
password module configured to store and transmit an encrypted password to the 
cryptographic module, and receive an unencrypted password from the cryptographic 
module" however Yoshino teaches the exchange of encrypted keys for authentication between 
media and the device it is loaded into in col. 34, lines 42-57. Note the Examiner interprets the 
exchanged key equivalent to passwords. 

It would have been obvious to one of ordinary skill in the art at the time of the invention 
a method and apparatus for verifying the integrity of a media key block with a trusted module 
interface taught in Ripley and Wiseman to include a means to transmit encrypted passwords. 
One of ordinary skill in the art would have been motivated to perform such a modification 
because a needs exists for assurance of security without increasing processor load see Yoshino 
(col. 2, lines 42 et seq.) "It is an object of the present invention to provide an information 
recording device, an information playback device, and an information playback method in 
which, in the construction of storing data in units of sectors, ICVs are set in units of sectors, 
without increasing a processing load on a device side. It is also an object of the present invention 
to provide an information recording medium and a program providing medium which are used 
therewith". 

As to dependent claim 5, "wherein the encrypted password comprises a unique 
password configured to be decrypted by the cryptographic module that first created the 
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encrypted password" however Yoshino col. 34, lines 42-67 teach mutual authentication by the 
exchange of encrypted keys, it is obvious that the agreed session key is created by the was 
created on the device the media was loaded. The motivation to combine Ripley, '389, and 
Yoshino is the same as stated above in claim 4. 

6. Claim 6, is rejected under 35 U.S.C. 103(a) as being unpatentable over of Ripley U.S. 
Patent No. 7,1 1 1,175 (hereinafter Ripley) in view of Wiseman et al. U.S. Patent No. 7,216,369 
(hereinafter Wiseman) in further view of Second Copy 2000, software release noted November, 
1999 (hereinafter Second Copy 2000). 

As to dependent claim 6, the following is not explicitly taught in the combination of 
Ripley and Wiseman: "wherein the computer readable medium module further comprises a 
backup utility module configured to selectively copy data from a storage device source, 
detect newer versions of data stored on the storage device source, and replace older 
versions of the data on the computer readable medium with newer versions of the data" 
however Second Copy 2000 teaches that new versions can be maintained on page 3, paragraph 2. 

It would have been obvious to one of ordinary skill in the art at the time of the invention 
a method and apparatus for verifying the integrity of a media key block with a trusted module 
interface taught in Ripley and Wiseman to include a means for a backup utility to selectively 
copy data from a storage device based on the version of data stored. One of ordinary skill in the 
art would have been motivated to perform such a modification because a needs exists to improve 
the amount of processor time and storage space needed while performing backups see Second 
Copy 2000 (page 3, 3 rd paragraph) "Running in the background, Second Copy doesn't waste your 
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valuable time. And, designed to back up only those files that have been updated since your last 
backup, Second Copy doesn't waste your computer's time". 

7. Claims 7, 11, and 12, are rejected under 35 U.S.C. 103(a) as being unpatentable over of 
Nonaka et al. U.S. Patent Publication No. 2001/00035 1 7 (hereinafter Nonaka) in view of 
Yoshino et al. U.S. Patent No. 7,124,317 (hereinafter Yoshino). 

As to independent claim 7, "A device for secure computer readable medium backup, 
the device comprising: a motherboard" is taught in Nonaka page 2, paragraphs 0020-0021; 
the following is not explicitly taught in Nonaka: "and a cryptographic module coupled to the 
motherboard and configured to communicate with a computer readable medium" 
however Yoshino teaches the memory interface unit includes a cryptosystem unit in col. 2, 
lines 51-65. 

It would have been obvious to one of ordinary skill in the art at the time of the invention 
a method and system for recording and reproducing information taught in Nonaka to include a 
means to utilize a cryptographic module. One of ordinary skill in the art would have been 
motivated to perform such a modification because a needs exists for assurance of security 
without increasing processor load see Yoshino (col. 2, lines 42 et seq.) "It is an object of the 
present invention to provide an information recording device, an information playback device, 
and an information playback method in which, in the construction of storing data in units of 
sectors, ICVs are set in units of sectors, without increasing a processing load on a device side. It 
is also an object of the present invention to provide an information recording medium and a 
program providing medium which are used therewith". 
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As to dependent claim 11, "wherein the motherboard further comprises a memory, 
and a processor coupled to the memory" is taught in Nonaka page 2, paragraph 0020-0021. 

As to dependent claim 12, "wherein the computer readable medium comprises a 
computer readable peripheral selected from the group consisting of a hard disk drive, a 
universal serial bus storage device, a floppy disk, an optical storage disk, a flash memory 
storage device, and a network attached storage drive" is shown in Nonaka page 2 5 paragraphs 
0022-0023. 

8. Claims 8-10, are rejected under 35 U.S.C. 103(a) as being unpatentable over of Nonaka 
et al. U.S. Patent Publication No. 2001/0003517 (hereinafter Nonaka) in view of Yoshino et al. 
U.S. Patent No. 7,124,317 (hereinafter Yoshino) in further view of Wiseman et al. U.S. Patent 
No. 7,216,369 (hereinafter Wiseman). 

As to dependent claim 8, the following is not explicitly taught in the combination of Nonaka 
and Yoshino: "wherein the computer readable medium further comprises a trusted 
platform interface module configured to communicate with the cryptographic module and 
transmit an encrypted password" however '389 teaches a Trusted Computing Platform 
Alliance (TCP A) that contains a platform, a security module, and a storage device in col. 5, lines 
8-31. 

It would have been obvious to one of ordinary skill in the art at the time of the invention 
a method and apparatus for verifying the integrity of a media key block with a cryptographic 
module taught in Ripley and Yoshino to include a means insure the interface modules are a 
trusted platform. One of ordinary skill in the art would have been motivated to perform such a 
modification because of the need for data security see Wiseman (col. 1, lines 24 et seq.) "In a 
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world increasingly influenced by the existence of networks connecting a widespread array of 
computing resources, the topics of data security, information protection, and user privacy have 
never been more important. Personal computers (PCs) typically offer an open architecture as an 
industry standard which can be used to build a ubiquitous computing platform. Trust in the 
platform, however, has not commonly been part of such designs. As used herein, the term 
"platform" can be taken to mean any type of device, including hardware, firmware, software, or 
any combination of these, whose activity is directed according to a plurality of programmed 
instructions". 

As to dependent claim 9, "wherein the cryptographic module is configured to 
receive the encrypted password from trusted platform interface module, decrypt the 
password, and transmit the decrypted password to the trusted platform interface module" 

however Yoshino teaches the exchange of encrypted keys for authentication between media and 
the device it is loaded into in col. 34, lines 42-57. The motivation to combine Nonaka, Yoshino, 
and Wiseman is the same as stated above in claim 8. 

As to dependent claim 10, "wherein the cryptographic module comprises a trusted 
platform module (TPM)" however 6 3 89 teaches a Trusted Computing Platform Alliance 
(TCPA) that contains a platform, a security module, and a storage device in col. 5, lines 8-31. 
The motivation to combine Nonaka, Yoshino, and Wiseman is the same as stated above in 
claim 8. 

9. Claims 13-15, are rejected under 35 U.S.C. 103(a) as being unpatentable over of Nonaka 
et al. U.S. Patent Publication No. 2001/0003517 (hereinafter Nonaka) in view of Yoshino et al. 



Application/Control Number: 10/748,062 Page 9 

Art Unit: 2134 

U.S. Patent No. 7,124,317 (hereinafter Yoshino) in further view of Wiseman et al. U.S. Patent 
No. 7,216,369 (hereinafter Wiseman). 

As to independent claim 13, "A system for secure computer readable medium 
backup, the system comprising: a motherboard" is taught in Nonaka page 2, 
paragraphs 0020-0021; 

the following is not explicitly taught in Nonaka: 

"a cryptographic module coupled to the motherboard configured to decrypt 
encrypted passwords" however Yoshino teaches the exchange of encrypted keys for 
authentication between media and the device it is loaded into in col. 34, lines 42-57; 

"a computer readable medium module having at least a first accessible portion and 
a second encrypted portion" however Yoshino teaches that an Encryption Flag indicates 
whether a sector in encrypted or non-encrypted in col. 15, lines 33-38; 

It would have been obvious to one of ordinary skill in the art at the time of the invention 
a method and system for recording and reproducing information taught in Nonaka to include a 
means to utilize a cryptographic module. One of ordinary skill in the art would have been 
motivated to perform such a modification because a needs exists for assurance of security 
without increasing processor load see Yoshino (col. 2, lines 42 et seq.) "It is an object of the 
present invention to provide an information recording device, an information playback device, 
and an information playback method in which, in the construction of storing data in units of 
sectors, ICVs are set in units of sectors, without increasing a processing load on a device side. It 
is also an object of the present invention to provide an information recording medium and a 
program providing medium which are used therewith". 



Application/Control Number: 10/748,062 Page 10 

Art Unit: 2134 

the following is not explicitly taught in the combination of Nonaka and Yoshino: "and a 
trusted platform interface module operatively coupled with the computer readable media 
module and configured to communicate with a cryptographic module" however Wiseman 
teaches a Trusted Computing Platform Alliance (TCP A) that contains a platform, a security 
module, and a storage device in col. 5, lines 8-31. 

It would have been obvious to one of ordinary skill in the art at the time of the invention 
a method and system for recording and reproducing information that utilizes a cryptographic 
module taught in Nonaka and Yoshino to include a means insure the interface modules are a 
trusted platform. One of ordinary skill in the art would have been motivated to perform such a 
modification because of the need for data security see Wiseman (col. 1, lines 24 et seq.) "In a 
world increasingly influenced by the existence of networks connecting a widespread array of 
computing resources, the topics of data security, information protection, and user privacy have 
never been more important. Personal computers (PCs) typically offer an open architecture as an 
industry standard which can be used to build a ubiquitous computing platform. Trust in the 
platform, however, has not commonly been part of such designs. As used herein, the term 
"platform" can be taken to mean any type of device, including hardware, firmware, software, or 
any combination of these, whose activity is directed according to a plurality of programmed 
instructions". 

As to dependent claims 14, "further comprising a password module configured to 
store and transmit an encrypted password to the cryptographic module, and receive an 
unencrypted password from the cryptographic module" however Yoshino teaches the 
exchange of encrypted keys for authentication between media and the device it is loaded into in 
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col. 34, lines 42-57. Note the Examiner interprets the exchanged key equivalent to passwords. 
The motivation to combine Nonaka, Yoshino, and Wiseman is the same as stated above in 
claim 13. 

As to dependent claims 15 "wherein the encrypted password is configured to be 
decrypted by the cryptographic module that first created the encrypted password" however 
Yoshino col. 34, lines 42-67 teach mutual authentication by the exchange of encrypted keys, it is 
obvious that the agreed session key is created by the was created on the device the media was 
loaded. The motivation to combine Nonaka, Yoshino, and Wiseman is the same as stated above 
in claim 13. 

10. Claim 16, is rejected under 35 U.S.C. 103(a) as being unpatentable over of Nonaka et al. 
U.S. Patent Publication No. 2001/0003517 (hereinafter Nonaka) in view of Yoshino et al. U.S. 
Patent No. 7,124,317 (hereinafter Yoshino) in further view of Wiseman et al. U.S. Patent No. 
7,216,369 (hereinafter Wiseman) in further view of Second Copy 2000, software release noted 
November, 1999 (hereinafter Second Copy 2000). 

As to dependent claims 16, the following is not explicitly taught in the combination of 
Nonaka, 317, and Wiseman: "wherein the computer readable medium further comprises a 
backup utility configured to selectively copy data from a storage device source, detect 
newer versions of data stored on the storage device source, and replace older versions of 
the data on the computer readable medium module with newer versions of the data" 
however Second Copy 2000 teaches that new versions can be maintained on page 3, paragraph 2 
and that older backup can be deleted. 
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It would have been obvious to one of ordinary skill in the art at the time of the invention 
a method and system for recording and reproducing information that utilizes a cryptographic 
module and trusted platform modules taught in Nonaka, 317, and Wiseman to include a means 
for a backup utility to selectively copy data from a storage device based on the version of data 
stored. One of ordinary skill in the art would have been motivated to perform such a 
modification because a needs exists to improve the amount of processor time and storage space 
needed while performing backups see Second Copy 2000 (page 3, 3 rd paragraph) "Running in the 
background, Second Copy doesn't waste your valuable time. And, designed to back up only those 
files that have been updated since, your last backup, Second Copy doesn't waste your computer's 
time". 

1 1 . Claims 17, 18, 20-23, 25-28, and 30, are rejected under 35 U.S.C. 103(a) as being 
unpatentable over of Ripley U.S. Patent No. 7,1 1 1,175 (hereinafter Ripley) in view of Yoshino et 
al. U.S. Patent No. 7,124,317 (hereinafter Yoshino). 

As to independent claim 22, "A method for secure computer readable medium 
backup, the method comprising: providing a computer readable medium having at least a 
first accessible portion and a second encrypted portion" is taught in Ripley col. 4, lines 4-46; 

"initializing a password module according to unique data stored within a 
cryptographic module" is shown in Ripley col. 1, lines 44-46; 
the following is not explicitly taught in Ripley: 

"transmitting an encrypted password to the cryptographic module; authenticating 
the encrypted password; decrypting the encrypted password" however Yoshino teaches the 
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exchange of encrypted keys for authentication between media and the device it is loaded into in 
col. 34, lines 42-57. Note the Examiner interprets the exchanged key equivalent to passwords. 

"transmitting the decrypted password to the computer readable medium; and 
decrypting the second encrypted portion using the decrypted password" however Yoshino 
decrypting the content with the decrypted password (i.e. key) in col. 34, lines 58-67. 

It would have been obvious to one of ordinary skill in the art at the time of the invention 
a method and apparatus for verifying the integrity of a media key block taught in Ripley to 
include a means to transmit encrypted passwords. One of ordinary skill in the art would have 
been motivated to perform such a modification because a needs exists for assurance of security 
without increasing processor load see Yoshino (col. 2, lines 42 et seq.) "It is an object of the 
present invention to provide an information recording device, an information playback device, 
and an information playback method in which, in the construction of storing data in units of 
sectors, ICVs are set in units of sectors, without increasing a processing load on a device side. It 
is also an object of the present invention to provide an information recording medium and a 
program providing medium which are used therewith". 

As to dependent claim 23, "further comprising copying data from a source storage 
device, and storing the data in the second encrypted portion of the computer readable medium" is 
taught in Ripley col. 2, lines 54-67. 

As to dependent claim 25, "further comprising initializing the password module 
according to unique data stored within a second cryptographic module" is shown in Ripley 
col. 1, lines 44-46. 



Application/Control Number: 10/748,062 Page 14 

Art Unit: 2134 

As to dependent claim 26, "further comprising storing and transporting data in the 
accessible portion of the computer readable medium" is taught in Ripley col. 4, lines 37-46. 

As to independent claim 17, this claim is directed to a computer readable storage 
medium executing the method of claim 22; therefore it is rejected along similar rationale. 

As to dependent claims 18, 20, and 21, these claims contain substantially similar subject 
matter as claims 23, 25, and 26; therefore they are rejected along similar rationale. 

As to independent claim 27, this claim is directed to an apparatus executing the method 
of claim 22; therefore it is rejected along similar rationale. 

As to dependent claims 28 and 30, these claims contain substantially similar subject 
matter as claims 23, 25, and 26; therefore they are rejected along similar rationale. 
12. Claims 19, 24, and 29, are rejected under 35 U.S.C. 103(a) as being unpatentable over of 
Ripley U.S. Patent No. 7,1 1 1,175 (hereinafter Ripley) in view of Yoshino et al. U.S. Patent No. 
7,124,317 (hereinafter Yoshino) in further view of Nonaka et al. U.S. Patent Publication No. 
2001/0003517 (hereinafter Nonaka). 

As to dependent claim 24, the following is not explicitly taught in Ripley and Yoshino: 
"further comprising restoring data to the source storage device from the computer 
readable medium" however Nonaka teaches restoring data from a backup on page 1, 
paragraph 0006. 

It would have been obvious to one of ordinary skill in the art at the time of the invention 
a method and apparatus for verifying the integrity of a media key block that transmits encrypted 
passwords taught in Ripley and Yoshino to restore data from encrypted backups. One of 
ordinary skill in the art would have been motivated to perform such a modification because a 
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needs exists for a user who has purchased digital data to legally save a backup see Nonaka (page 
1 , paragraph 004) "For example, under the above regulation a user is not allowed to prepare a 
backup copy for his or her legally obtained one or more of music data, image data and computer 
program data. As a result, an inconvenience will be unfairly brought about to him or her. 
Namely, if a user's legally obtained music data, image data or computer program data stored in 
the HDD (Hard Disc) of his or her personal computer has been accidentally damaged, the user 
has to again buy the same music data, image data or computer program data. Sometimes, it is 
even impossible to again obtain the same music data, image data or computer program data (for 
example, out of stock). In addition, if information data is a computer program, and if the 
computer program stored in the hard disc of a user's personal computer has become old, it will be 
impossible to perform a version-up processing on the old computer program". 

As to dependent claims 19 and 29, these claims contain substantially similar subject 
matter as claim 24; therefore they are rejected along similar rationale. 

Conclusion 

13. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Ellen C Tran whose telephone number is 
(571) 272-3842. The examiner can normally be reached from 6:00 am to 4:00 pm. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Kambiz Zand can be reached on (571) 272-381 1 . The fax phone number for the 
organization where this application or proceeding is assigned is (571) 273-8300. 

Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
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may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). 

Ellen Tran 
Patent Examiner 
Technology Center 2134 
7 June 2007 



